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COTS Networks in Space 

Use of COTS communication equipment:
� Shorter development time
� Simpler and quicker integration through 

standardisation => just-in-time payloads
� Reduced testing costs (standard networking tools, 

remote access)
� Quick software development (use of standard IP 

stacks and drivers)
� Even modified COTS hardware is still much less 

expensive than custom hardware

Implications for Satellite Operations
• The ground staff is freed from performing manual 

connection control, their productivity will be greatly 
increased

• Sharing of networked resources and assets
• Interoperability since ground networks already use IP
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The CLEO router Project
• Surrey Satellite Technology Ltd (SSTL) is 

a leading supplier of small satellites and 
has launched the Disaster Monitoring 
Constellation – five satellites already IP-
enabled.

• A commercial Cisco 3251 mobile access 
router was integrated onto the UK-DMC 
satellite as a secondary payload. 

• Launched together with other satellites on 
Kosmos-3M from Plesetsk into LEO orbit on 
September 27th, 2003.

• CLEO, the “Cisco router in Low Earth Orbit,” 
was tested successfully in a multi-party effort 
including SSTL, NASA and Cisco. CLEO is 
still functioning after four years in orbit and 
two years of testing.

• IPv4 and IPv6 capabilities tested extensively.
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What is the CLEO router?

A Cisco 3251 Mobile Access Router (MAR). 
The MAR is a commercial off-the-shelf (COTS) 
product family.

The 3251 MAR features:
210MHz Motorola processor.
Built-in 100Mbps Ethernet.
PC/104-Plus interfaces and form factor.
Additional stackable 90mm x 96mm cards   
(serial, Ethernet, power supply, WiFi, etc.)

No radiation hardening; low orbit 
environment is relatively benign.
No unique hardware design or software work 
done by Cisco, but re-soldering and some 
minor modifications!

The CLEO MAR is an experimental secondary 
payload on the UK-DMC satellite.
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MAR Modifications For Space Flight

NoNo radiation hardening.radiation hardening.

NoNo unique hardware design or unique hardware design or 
software work done by Cisco. software work done by Cisco. 

Minor physical modifications made Minor physical modifications made 
to router and serial card.to router and serial card.

•• Removed tin based solderRemoved tin based solder

•• Added flat Added flat heatsinkheatsink

•• Replaced wet capacitors with dryReplaced wet capacitors with dry

•• Direct soldered connections used Direct soldered connections used 
for vibration/thermal survivability.for vibration/thermal survivability.
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VMOC Demonstration Network Topology
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Satellite Service Providers (SSP) 

•SSPs create networks out of their own ground 
and space-based infrastructure. They then 
interconnect their networks to provide access to 
more customers and provide their current 
customers with greater services. 

SLOT ARCHITECTURE
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Standardized Satellite Interfaces

•ISL connections between different 
satellites should be standardized to 
increase usability and flexibility of the 
network.

IP Satellite Architecture

•IP based satellites will allow 
efficiencies of scale, interoperability and 
management. 

•All elements of satellites will be 
individually addressable via IP from 
payloads, positioning and power 
control, and interconnected via onboard 
routing. 

•Satellites will become active nodes in 
the network and play a role in the 
provision of services. It then becomes 
possible to place more features 
onboard satellites such as IP security, 
content services, and call control.

•IP based payloads can then 
collaborate with other like payloads 
located within the satellite or collaborate 
over ISLs with payloads on separate 
satellites.

The Cisco Ground Space Merged 
Architecture 

•This architecture is based on Cisco Systems’ 
15 year vision for the development of a space-
based Internet. 

•This architecture can stand alone or be viewed 
in conjunction with the Cisco Space Architecture 
for Commercial Services (CSACS). 
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Inter Satellite Links (ISL)

•Satellites communicate via RF or 
Optical links to inter-network IP based 
satellites. 

•Allows satellites to use multiple paths 
to communicate between themselves 
and the ground.

•Facilitates resource sharing and 
collaboration between space assets. 

•ISLs can be between LEO satellites in 
same or disparate orbits, or even 
between GEO and LEO satellites.

PEP

Slot Architecture

•Satellites clustered into one geostationary slot 
could increase the flexibility and viability of the 
fixed amount of geostationary positions available. 

•Instead of launching larger satellites to provide 
increased power and services, multiple satellites 
could occupy the slot to share resources and 
services. 

•This architecture reduces single failure events, 
and allows part of the cluster to be upgraded when 
required at lesser cost and risk.

Satellite Service Providers (SSP)

•SSPs mange their terrestrial network, 
satellites, and satellite payloads via the same 
management suite. 

•Allows dynamic service provision and timely 
on demand services to be provisioned.

NOTE – This is a functional diagram and not to 
scale or with correct orbit relationships.
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Proved that “Embedded Routing” is doable economical ly.
Router performance was better than required for a t ypical LEO sensor mission.

Proved that “Embedded Routing” is doable economical ly.
Router performance was better than required for a t ypical LEO sensor mission.

Embedded Systems Router Experiment

Cisco has developed a proof-of-concept prototype fo r 
“embedded routing” in space

• Proof-of-Concept (POC) for embedded Space SW models
• Demonstrates performance and features of IOS in an 

embedded application.

This prototype Space Router consists of:
Software: 

•derived from Cisco IOS 12.3(11.4)T
•Includes Advanced Security (IPSec/VPN) features
•Includes Mobile IP features
•IOS running natively (no intervening RTOS)

Hardware:
•BAe RAD750 General Purpose Processor (GPP)
•133MHz PowerPC
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Cisco IP VSAT Satellite WAN Network Module
NM-1VSAT-GILAT

� Gilat SkyEdge compatible VSAT indoor unit 
(IDU) on an NM

Ku and extended-Ku, C & extended-C band
One Hub for Cisco NM & Gilat SkyEdge/360E

� Broadband satellite WAN connectivity
Over 6 Mb/s receive (‘outbound’ from hub to 
remote) & 1 Mb/s transmit (remote to hub)

� Enhanced Network Resiliency
WAN connectivity survives terrestrial failures
Redundant VSAT routers with 1 or 2 ODUs

� Efficient BW utilization & QoS
Broadcast and multicast to hundreds of sites with 
static & dynamic multicast & unicast
Dedicated access for VoIP prioritization
BW shared by many sites with TDMA-based 
access, TCP/HTTP acceleration (Gilat PEP)

� Enhanced Management & Reliability
Fewer network elements to manage
OSPF routing simplifies route mgmt (RIPv2 also 
supported for max control/efficiency)

� Extensive platform support

NM-1VSAT-GILAT

• Only Gilat SkyEdge 
compatible; not DOCSIS-S/ 
DVB-RCS/IPoS/other.

• SkyEdge providers coming 
into service (Satlynx in 
Europe, Spacenet in the US, 
others around the world.)
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