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NATO and DOD are accelerating Al strategies and frameworks, but autonormous™
deployment in OT remains confined to a handful of pioneering programs

Defense Al Maturity Key Insights

* NATO Al Strategy (revised 2024): all 31 Allies adopted 6 Principles of Responsible
Use of Al in defence and established an Alliance-wide framework for Testing, Evaluation,

NATO Allies with published defence Al strategies Verification & Validation (TEV&V) of autonomous systems.
Operational autonomous programs in OT/critical infrastructure

* NATO Allied Command Transformation (2025): the AIDA program envisions every

%0 staff officer supported by a team of Al agents capable of conducting research,
generating briefings and coordinating deliverables.
25 1 24 * NATO DIANA: with 16 accelerator sites and over 200 test centres across the Alliance,
DIANA identifies Al and autonomy among key technology areas; the Rapid Adoption
20 - Service enabled the first R&D contract between an Ally and a technology company in
April 2026
15 - 14  DOD CDAO (2023): the Pentagon's Data, Analytics and Al Adoption Strategy defines
the "Al Hierarchy of Needs", quality data, governance, analytics, assurance and
responsible Al to accelerate Al-enabled capabilities across kill chains, sustainment
10 1 support and enterprise operations
6 + DOD Task Force Lima (2023): established by the Deputy Secretary of Defense under
5 4 the CDAO to assess, synchronize and employ generative Al capabilities across the
DoD, with a focus on safeguarding national security and mitigating risks from poorly
o ) managed training data

2021 2023 2025 * DARPA AIxCC (2025): autonomous cyber reasoning systems found and patched real-
world vulnerabilities in critical infrastructure open-source software; DARPA and ARPA-H
added $1.4M in prizes for integration into real critical infrastructure software

The NATO/DOD defense ecosystem is accelerating on Al strategies and frameworks, but the transition from strategy to

operational autonomous deployment in OT remains the primary bottleneck.

m_m  goyrces: NATO Revised Al Strategy (2024); NATO ACT (2025); NATO DIANA; DOD CDAO Data, Analytics and Al Adoption Strategy (2023); DOD Task Force Lima; DARPA Al Cyber Challenge (2625y ortinet Inc. All Rights Reserved. 3



OT security maturity is recalibrating: visibility is rising, but most organizations
remain dangerously exposed
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Maturity Gaps OT Visibility Leadership & Regulatory Signals
. expect increased regulation within 5 years
17% at Level 4 (optimised) process 14%, report full (100%) OT system visibility 89% upﬁ‘)rom 66% in 2025 ° ’
maturity tripled from 5% in 2025
down from 49% in 2024 81 o/ plan to move OT cybersecurity under CISO in 12
0 months
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o/ : own from 60% in — segmentation gains 0 track cost reduction/avoidance as #1
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Greater visibility is revealing the true scale of OT exposure, 71% now report intrusions while only 17% have mature defenses,

making the 2027 window critical for closing the gap.

Source: 2026 State of OT and Cybersecurity Report (Empanel Online survey, 700+ OT professionals globally).

© Fortinet Inc. All Rights Reserved.
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«The attack surface is not
the prompt — it is the
entire agentic chain.»

Prompt — retrieved context — tools
invoked — actions executed. Each link in
the chain requires distinct controls.

et Inc. All Rights Reserved.




\
Classic vulnerabilities vs. indirect prompt injection: a paradigm shift

Classic vulnerabilities Indirect prompt injection

Nature: Defect in code (bug): localisable and @ Nature: Emergent property of the
isolable instruction-following paradigm: not localisable

Remedy: No complete fix: only containment
and risk reduction

Remedy: Definitive fix via patch or update

N $
>

~+ Perimeter: Bounded: the vulnerable .. Perimeter: Unbounded: any data in context
component is identifiable is a potential vector
@ Lifecycle: Discovery — patch — closure — O Lifecycle: Continuous containment —
verification monitoring — adaptation
@ Responsibility: Development team / security Responsibility: System architecture +
operations ~~% governance + operations

Prompt injection does not admit the classic discovery-patch-closure cycle: the management model must shift from defect

elimination to permanent risk containment.

= .= Source: OWASP Top 10 for LLM Applications 2025; Sweet Security 2026. © Fortinet Inc. All Rights Reserved. 6



From Prompt-Injection to Population Infection: Next Phase of Ai Security
Risks

"The security perimeter in
Al agents is shifting
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Papadopoulos, V., Shah, M., Zimmerman, S., &
Lindsey, J. (2026). Mind Viruses: Self-Propagating
Ideas in Multi-Agent LLM Systems
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A
A single compromised agent in a fleet of N is not 1/N of the risk — it is patient zero

A text payload injected into an agent's identity file (Soul.md) can generate 4
classes of attack vectors:

Vector Mechanism . .
A single compromised

agent in a fleet of N
agents is not 1/N of the
risk...

Persistence Memory resets to zero; only files survive

it is patient zero.

Legitimization Framed as a technical/maintenance protocol, not ideological

Replication "l pass this to the next agent" — the agent loop dies if you
Mandate stop

° Urgency Non-negotiable diagnostics, no verification required

Source: Papadopoulos et al. (2026), 'Mind Viruses: Self-Propagating Ideas in Multi-Agent LLM Systems' © Fortinet Inc. All Rights Reserved. 8



Three generations of defences show a structural shift from content filtering to
defence in depth

. 3Years 2
®

@ G3: Defence in Depth (2025-26)

Runtime guardrails; isolation; privileges; context provenance.

@ G2: Value Alignment (2024_25) Limitation: operational cost, latency and maturity still uneven.
Constitutional methods and systematic red-teaming.
G1 . Content Fl|tel'ln9 (2023_24) Limitation: does not cover external tools, retrieved data, multi-

Filters on input/output; RLHF safety tuning. agent interactions.

Limitation: bypassable with jailbreak, encoding, role-play.

The defensive perimeter has shifted from the single model to the system architecture: each generation closes gaps from the previous one but opens new ones.

amm Source: OWASP Top 10 for LLM Applications 2025; industry literature. . .
= 2 ae 2/ © Fortinet Inc. All Rights Reserved. 9



A
NIST Al RMF, ISO/IEC 42001 and the EU Al Act define the citable regulatory
perimeter today.

NIST Al RMF 1.0 ISO/IEC 42001 EU Al Act, Art. 55

* US voluntary framework for Al risk « International standard for establishing, * In force from 2 August 2025, mandatory for
management, released January 2023 implementing and improving an Al GPAI models with systemic risk (threshold:

* In July 2024 the Generative Al Profile management system training compute >10% FLOP)
(NIST-AI-600-1) was published with + Applicable to any organisation * Obligations: (a) model evaluation with
specific actions for generative-Al risks regardless of size standardised and adversarial protocols, (b)

« In April 2026 a concept note was released . Scope: process certification, identification and mitigation of systemic risks
for a profile dedicated to Al in critical integrable with ISO 27001 (information * (c) tracking, documentation and reporting of
infrastructure security). serious incidents to the Al Office, (d)

» Scope: voluntary governance, applicable adequate cybersecurity protections

as a reference outside the USA as well. + Compliance demonstrable through adherence
to codes of practice and tracked amendments.

NIST, ISO and the EU Al Act cover voluntary governance, process certification and regulatory obligation: an

agent security programme must map across all three.

= m  Source: NIST Al RMF, nist.gov 2026; EU Al Act, Art. 55 (Reg. EU 2024/1689). © Fortinet Inc. All Rights Reserved. | 10



Four-layer containment architecture provides defense-in-depth governance
for agentic Al systems

Containment Layers

Tier 1 — Infrastructure Tier 1 — Infrastructure Layer

Foundational compute and network boundary enforcing workload isolation,
container-level sandboxing, and hardware-rooted trust anchors that prevent
lateral movement between agent processes.

Tier 2 — Role Structure Tier 2 — Role-Structural Layer

Defines agent identities, hierarchies, and delegation chains so each agent
operates within a bounded authority scope with explicit escalation paths and
human approval gates for high-risk actions.

ier 3 — Resource Access Tier 3 — Resource-Access Layer

Governs which tools, APls, data stores, and external services each agent
can invoke through policy-driven access controls, schema validation, rate
limiting, and least-privilege permissioning.

Tier 4 — Semantic Layer

Ensures agents interpret data through governed business definitions, metric
ontologies, and context metadata rather than probabilistic schema inference,
grounding every query in auditable, deterministic logic.

Tier 4 — Semantic

© Fortinet Inc. All Rights Reserved. 11



Take Away Question

Can agents assigned to a
Forward Operating Base or
a Tactical Bubble receive
iInstructions from an agent we
do not control?
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Why we need a Zero Trust model?

"Never trust, always verify"

If you know the
enemy and Know
yourself you need
not fear the results
of a hundred
pattles.

- Sun Tzu

« Continuous monitoring
of asset integrity

« Assume Breach

» Least Privilege Access

© Fortinet Inc. All Rights Reserve
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ZTNA=ZT + NA

Reducing the Attack Surface

- |dentify and Authenticate device
+ Authorized device or BYOD?
« Approved for access? revoked?

- User identity should be verified
- Strong MFA
Role-based access controls

3

- Adaptive and conditional access
- Security Compliance
- Device Vulnerabilities

®

- Verify Application Access Rights
- Application Specific Access
- Automatic Selection of Zero Trust Access Gateway

@

- End-to-end encryption- even on-prem
- Data protection
« All communication is logged

Encrypted
Communication

Application
Access

Device
Trust

VISIBILITY
& CONTROL

Zero Trust

CONTINUOUS
ASSESSMENT

User
Identity

Continuous
Posture Check




Q-DAY IS COMING

Will you be ready?



Impact of Q-Day today: Harvest Now Decrypt Later

1. HARVEST NOW 2. STORE & WAIT DECRYPT LATER
Capture encrypted data today Store the data se.c.;urely. until Future quantum compgters
quantum capability arrives break today’s encryption

ATHE RISK: Sensitive data today could Government secrets Financial records @ Health data And much more...
be decrypted tomorrow

E = © Fortinet Inc. All Rights Reserved.
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Impact of Q-Day in the future: Chain of trust
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Quantum-Safe: Main Solutions

=3 =3

Quantum Key Distribution Post-Quantum Cryptography
(QKD) (PQC)

Have a Quantum strategy

* Analyse your cryptography risk

Quantum-safe algorithms
NIST standards FIPS203

Can be combined with other methods

. Plan your Quantum-safe roadmap * Quantum-resistant methodology

- Execute and monitor * Out-of-band key delivery

* Quantum physics ensures
eavesdropping detection

Budgets Resources Vendors
Cha"enges for Security teams Not enough staff with an Cybersecurity vendors

Quantum will need to budget understanding of their may be at different
for quantum-safe. cryptography or quantum. stages of quantum-safe.




Why do we want quantum computing if it breaks cryptography?

i + Accelerate new drug development » Traffic, and energy grids
« Simulate chemical reactions / molecular systems + Smart city management
* Protein folding » Satellite, and navigation

« Weather forecasting / Climate change modelling
* Disease risk prediction
* Fraud detection

Material science and design
Improved training of Al neural networks

© Fortinet Inc. All Rights Reserved.



Digital Sovereignty

Sovereign refers to Customizable Services
the prlvatlzatlon of « Autonomy over architecture

services, « Customized to customer requirements
designed for internal

or external use,

where all data, traffic

inspection, logs, and Controlled Infrastructure

services are - Data plane and security inspection

* Proximity to business services

managed within
customer-controlled
infrastructure.

Data Sovereignty

» Ownership and control over data and logs

» Data and logs stay private, within
defined boundaries

© Fortinet Inc. All Rights Reserved.



Operational Resilience

Operational resilience assumes breaches will happen, shifting focus t
absorbing attacks, isolating affected areas, and maintaining uninterrupte
operations.

Operational resilience ensures business continuity, which means protec Q""ht
integrity and confidentiality of critical data from both today's threats and "fmse
retroactive decryption G

jurisdictions.

© Fortinet Inc. All Rights Reserved. 22



L’invincibilita sta nella difesa. La vulnerabilita sta nell’attacco. Se ti difendi
sei piu forte. Se attacchi sei piu debole. (Cit. Sun Tzu)

© Fortinet Inc. All Rights Reserved. 23
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